
Chubb’s Cyber Service Solutions

Bridging the gap between cyber insurance and cyber security expertise.
Purchasing cyber insurance from Chubb is a great first step to
help protect your organization from the financial and reputational 
losses experienced when data breaches and system outages occur. 
But protection doesn’t end there. Chubb’s policyholders have 
access to a selection of essential mitigation tools and advisory 
resources that can help you reduce your exposures 365 days a year.

Put the power of our solutions and advisory resources to
work for your organization today. To request services or
schedule an orientation call with a Chubb Cyber Risk Advisor,  
or email us at cyber@chubb.com.

Solution Complimentary 
Offers

Discounted 
Offers

Cyber Incident Response Solutions
Solutions to help assess, plan and practice your response before a cyber incident occurs — and help ensure quick action if it does.

Incident Response Mobile App: Get 24/7 incident reporting and response service resources at  
your fingertips.

Breach Response Plan Builder: Build and maintain a customized response plan that can be accessed 
24/7/365 online or with a convenient mobile app. 

Virtual Incident Response Tabletop Exercise: Use a virtual, interactive cyber event simulation  
to test your organization’ s ability to appropriately comply with your incident response plan.

Response Readiness Assessment: Receive a personalized assessment of your current incident 
response plan or get help creating an incident response plan if you do not already have one in place.

Cyber Vulnerability Management Solutions
Stay on top of software and network vulnerabilities that could impact your bottom line.  

Chubb Cyber Vulnerability Alert System: Get updates that highlight the most critical and recently 
identified software vulnerabilities on the software you use.

External Vulnerability Monitoring: Monitor cyber risk as a daily measurement of your security 
performance via a platform that highlights both strengths and potential weaknesses.

Network Vulnerability Scan: Use an automated vulnerability scan test for 6000+ most common  
hacker vulnerabilities with hands-on guidance from a cybersecurity consultant.

Penetration Testing and Attack Surface Management: Get connected with offensive security experts  
to evaluate your internal and/or external systems for cyber exposures from an attacker’s point of view. 
Improve your visibility, inventory and understanding of your online assets and exposures.

Vulnerability Management Platform: Get access to software that helps you discover  
vulnerabilities across your IT environment so that you can prioritize and remediate them to  
improve your security posture.

https://www.chubb.com/us-en/business-insurance/products/cyber-insurance/us-cyber-services.html
https://go.oncehub.com/ChubbCyberSecurityServices
mailto:cyber%40chubb.com?subject=


www.chubb.com/cyber
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User Security and Education Solutions
Create and maintain a workforce that serves as your first line of defense.

Multifactor Authentication (MFA) Assessment: Identify gaps in your organization’s multifactor 
authentication deployment protocols and receive guidance on how to mitigate any exposures.

MFA Implementation: Receive help selecting, designing, and implementing a multifactor 
authentication solution – including MFA for web mail, remote network access and cloud systems.

Secure Password Manager: Simplify the process of managing multiple, secure passwords and avoid 
the dangers of employee negligence and bad password hygiene — Complimentary for up to 100 
employees and preferred pricing for additional employees.

Phishing Email Simulator: Test your employees to see how well they respond to two unique simulated 
phishing attacks.

Perimeter Email Security: Get help selecting, designing, and implementing email filtering
and sandboxing.

Security Awareness Training: Provide two online training courses to your employees on cyber 
security best practices and how to identify potential threats.

Cyber Risk Resource Library: Access this online resource for information and technical resources that 
can help prevent network, cyber, and privacy losses.

Endpoint Cyber Security Solutions
Access solutions that help foil cybercriminals and their increasingly sophisticated and malicious methods of infiltrating networks.

Endpoint Security and Response: Get access to anti-virus software that can help provide around-
the-clock protection to your computer network and the vulnerable entry points for hackers, including 
capabilities beyond malware detection or traditional antivirus program.

Patch Management: Get help selecting, designing, and implementing a solution to keep up with 
critical software updates that protect against critical vulnerabilities to your software.

Extended Detection and Response: Get access to software that encompasses AI-powered prevention, 
detection, response, and threat hunting across user endpoints, containers, cloud workloads, and IoT 
devices. Empowering you to defend faster, at greater scale, and with higher accuracy across your 
entire attack surface.

Request Cyber Services Today!

All Chubb policyholders are eligible
for cyber services.
Get the most value from your Chubb policy
and request access today!

To request online, scan the QR code or
visit www.chubb.com/us/getcyberservices

http://www.chubb.com/cyber
http://www.chubb.com/us/getcyberservices



